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1. (10 pts.) Consider two different implementations, P1 and P2, of the same instruction
set architecture. There are five classes of instructions, A, B, C, D, and E. The clock

rate and the CPI (cycles per instruction) of each implementation are given in the

following table.
Clock Rate CPIx CPIg CPIc CPlp CPlg
Pl 2.0GHz 1 2 3 5 4
P2 1.8GHz 3 3 3 3 3

(1) Given a program with 10° instructions divided into classes as follows:
10% Class A, 15% Class B, 40% Class C, 20% Class D, and 15% Class E.
Which implementation (P1 or P2) is faster? (5 pts.)

(2) Following (1), you are trying to improve P1 by saving 20% in the execution
time. However, this leads to an increase of 15% of the average CPI. What

clock rate should we have to set to achieve this time reduction? (5 pts.)

2. (15 pts.) A 1 GHz machine can perform “jump” instruction with 1 clock cycle,
“branch” instruction with 3 cycles, “arithmetic” instruction with 2 cycles,
“multiply” instruction with 5 cycles and “memory access” with 4 cycles. A program
called “James” has 10% jumps, 10% branches, 50% arithmetic, 10% multiply, and
20% memory access.

(1) What is the CPI of this program on this machine? (5 pts.)

(2) Now, if “James” executes 107 instructions on this machine. What is its
execution time? (5 pts.)

(3) Following (2), a 6-cycle multiply-add instruction is implemented in this
machine and it can combine an arithmetic and a multiply instruction. 50% of
the multiply instructions can be transferred to this multiply-add instruction in
“James”. What are the new CPI and the execution time if the clock period

remains the same? (5 pts.)
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3. (35 pts.) About memory hierarchy

(1)
(2)
3)

C))

)

Describe the reason of using memory hierarchy and how it works. (5 pts.)
Given cache, TLB, page table, main memory and the secondary storage (disk),
describe the process of a memory access in a systematical way. (10 pts.)
Describe the positive and negative effects of increasing (a) cache size, (b)
associativity and (c) block size to the overall performance of memory access.
(10 pts.)

Find the average memory access time (AMAT) with a 1 ns clock, a miss
penalty of 20 clock cycles, a miss rate of 0.08 misses per instruction, and a
cache access time (including hit detection) of 1 clock cycle. Assume that the
reading and writing miss penalties are the same and ignore other writing stalls.
(5 pts.)

As in (4), suppose we can improve the miss rate to 0.05 misses per reference
by doubling the cache size. This causes the access time to increase to 1.8
cycles. Using the AMAT as the metric, please determine if this is a good trade-
off. (5 pts.)

4. (20 pts.) For the cache memory design:

(1

2)

Please design a 2-way set-associative cache of 8K bytes data. The block size is
2 words with 4 bytes in each word. Assume that the total cacheable physical
memory is 16MB bytes. Please show the physical address format (in the order
of tag, index and offset from MSB to LSB) and then the block diagram of the
design, including tags, data and valid bits. (10 pts.)

Continue (1). Here is a series of physical address references given as byte

addresses:
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Label | Memory address
A 0x245625
B 0x245627
C 0x245628
D 0x321620
E 0x322623
F 0x245627
G 0x245630
H 0x322622

Assume that the cache is initially empty and LRU (Least Recently Used)
replacement is adopted. Determine each reference (A~H) in the list as a hit or a
miss and show the final content of the cache (i.e. the non-empty set number

and the stored address range). (10 pts.)

5. (20 pts.) Briefly explain the following terms or answer the questions.
(1) Dynamic scheduling. (5 pts.)
(2) Loop unrolling. (5 pts.)
(3) Compare super-scalar processors and VLIW processors. (10 pts.)
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1. (20%)
Given a set of n real number elements. Design an algorithm to find the largest two
elements among them. Your algorithm must use at most 3/2n — 2 element
comparisons. Assume n is a power of 2.
(a) Give a high-level description of your algorithm and explain the correctness of your
algorithm. (10%)
(b) Give the recurrence to count the number of comparisons and solve this recurrence.
(10%)

2. (20%)

(a) An n elements array contains all but one of the integers from 1 to n + 1. Given
the best algorithm for determining which number is missing if the array is sorted,
and analyzed its asymptotic worst-case running time. (10%)

(b) Given two arrays of real number elements with size m and » each. Assume m is
much smaller than », design an O(n log m) time algorithm to check whether these

two arrays are disjoint. (10%)

3. (20%)

Avertex coverofagraph G = (V,E) isaset S €V suchthat for eachedge e € E,

at least one endpoint of e is in S. The vertex cover problem is to find the smallest

size vertex cover of G.

(a) Show how to formulate the vertex cover problem as an Integer Linear Program
(ILP) problem. (10%)

(b) Since solving ILP is NP-hard, Linear Programming (L.P) is adopted to solve ILP
vertex cover first, then the solution is rounding to integer solutions. Show that this

LP rounding approach is a 2-approximation algorithm. (10%)
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4. (20%)

The decision version of the 0-1 knapsack problem is defined as follows. Given two

positive integers V and W, and n objects oy, ..., 0, where o; has value v; and

weight w;. Is there a subset S of the objects such that Y, esw; < W and

YoesVi 2 V?

(a) Show that 0-1 knapsack € NP. (3%)

(b) Show that 0-1 knapsack problem is NP-complete by a reduction from the Partition
problem which is already known to be NP-complete. The Partition problem is

n

~defined by given a set A of positive integers a, ...,a, such that ¥, a; is

even, and ask if there is a subset B of A suchthat ¥, cpa; = % ria; (14%)

(c) Having designeda O(nW) time dynamic programming algorithm for 0-1 knapsack
someone claims that it is polynomially solvable, thus P = NP. What is wrong
with this argument? (3%)

5. (20%)
Let T be a weighted tree with a function w:E — R*. The length of a path p =
(Vo, V4, ... 1) is defined to be Y12g w(v;, viyq).

(a) Design a linear time algorithm to find the longest path in this tree. (10%)

-

(b) Given the recurrence of worst case running time and solve this recurrence asymptotically.

(10%)
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1. (5%) (a) What are printed by the following C/C++ program?

int a=14, b=24;
printf("%d %d\n", a&(a-1), b&(b-1)); // &: bitwise AND

(10%) (b) Please describe the purpose of x&(x-1) for any positive integer x.

2. (5%) (a) There is a C function func( ) as follows. Suppose that the input value of
W for func( ) is always a prime number. In addition, the value of W+2 is also a
prime number. What are printed by func( )?

void func(int w)
{ int x=w % 6; int y=(w+l1l) % 6; int z=(w+2) % 6;
printf("%d %d %d \n", x, y, z); }

(10%) (b) Show that your answer in (a) is always correct.

3. (15%) What are printed by the following C/C++ program?

int a[ ]={ 41, 45, 43, 47, 44, 56};
int func(int n) {
if (n==0) {
printf("n=%d f=%d \n", n, a[0@]);
return (a[0]);
}
else if (a[n] >= func(n-1)) {
printf("n=%d f=%d \n", n, a[n]);
return (a[n]);
}
else {
int g=func (n-1);
printf("n=%d f=%d \n", n, q);
return (q);
}
}

int main( ) {
func(5);
i
(#TR)
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4. (15%) Suppose the values of A, B, C, Dare 1,2, 3, 1, respectively. A permutation
can be formed by any number of these four symbols (A, B, C, D). The total value
of a permutation is the sum of all values of the used symbols. For example, the total
values of some permutations are shown: A=1, B=2, C=3, D=1, BBC=7, BCB=7,
BCDA=7, AABAADCDDD=13. The total value of a permutation is denoted as #. Let g(n)
denote the number of permutations whose total values are n. Then g(1)=2, since
there are 2 permutations with total value 1: A, D. g(2)=5 is obtained from the 5
permutations: AA, AD, DA, DD, B. g(3)=13 is obtained from the 13 permutations:
AAA, AAD, ADA, ADD, DAA, DAD, DDA, DDD, BA, BD, AB, DB, C. In addition,
g(0)=1 1s set as the initialization. Please derive the recurrence formula for
calculating g(»n), n=4.

5. (5%) (a) Please give the definition of an AVL balanced binary tree.

(15%) (b) Write a recursive function (with C/C++, JAVA, or Python) to check
whether a given binary tree is an AVL tree or not. It is assumed that the root of the
tree is the input to the function. You can make any other assumption or define any
parameter of your function. Please point out your programming language.

6. A subsequence of a string X is obtained by deleting zero or more characters from X
A string X is a palindrome if it is the same for reading X from the left to the right
and from the right to the left. ¥ is the longest palindrome subsequence (LPS) of a
string X if Y is a subsequence of X, and Y is a palindrome with the maximal length.
For example, suppose X=abcbabba. Then abbabba, abcbabba, acbba are three
subsequences of X. In addition, the LPS of X is abbabba with length 7. As another
example, the LPS of abccdbe is bccb with length 4.

(15%) (a) Please design a dynamic programming (DP) method to calculate the LPS
length of a given string X. You need to write out only the DP formula, not the
complete program. Only the LPS length (not the LPS content) is required to answer.
You can make any assumption and define any symbol for solving the problem.
Note that the time complexity of your method should be no more than O(#?), where
n denotes the length of X.

(5%) (b) Please analyze the time complexity of your method, and represent the

complexity with the O( ) notation.
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»  Notation: R™ denotes the set of n-dimensional real vectors. For a given matrix A4, AT
denotes its transpose.

1. (20%) Consider a 4 X 4 matrix A and the linear equation system Ax = b whose augmented
matrix [A | b] has the reduced row echelon form

1 -2 9 1§ =2
0 0 1 -2| 5
0 0 0 0| ©
0 0 0 0] O

(a) (10%) Find a basis of the null space of A.
(b) (10%) Express b in terms of the second and the fourth columns of A.

2.(20%) Let A be an n X m real matrix whose columns are linearly independent.
(@) (10%) Prove that ATA is invertible.
(b) (10%) Find the matrix P that projects any R™ vector to the column space of A.

3. (20%) For the given data points (xq,y1), (x2,¥2), *+, (X, ¥a), find the least square circle that
fits the n data points. That is, the circle minimizes the norm of the residual vector e, where the

component €; =r? —d?, r and d; represent the radius of the circle and the distance between
(x;,¥;) and the center of the circle, respectively.

4. (20%) Consider the vector subspace V of C[—co,+00] spanned by functions e’sin(t) and
efcos(t). Define the integration operator I:V = V as follows

1D® = [ fwr
Derive the matrix representation of I with respect to the basis {e’sin(t), etcos(t)} -

5. (20%) Consider a two-state Markov process xj,; = AXy, where

_10.7 0.2
A”b303

: X :
Suppose the initial state is x; = [x;g]' Find the steady-state vector that the process converges to.
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1. Memory in a C/C++/Java program can either be resided in a
int A[1024];

data region, or allocated on a stack or a heap. Given a short | int *i‘mc O A
int a;

C/C++ code on right. (25 points) int n = 2048;

int B[n];

a) From OS point of view, variables can reside in data | _
int *C = new int[128];

segment, stack, and heap. Give the memory allocation } return C;

purposes respectively. How are they managed? i _
b) Give the address region for A, B, C, and *C, when B[5] = 10;

func() is called.
¢) What happens if func() is finished and B[5] is written?

2. Multi-Threading is one of the important features in an operating system. (25 points)
a) Give key at least 3 differences between processes and threading.
b) Multithreading can be kernel-level or user-level threading. Please give the key
differences. Also, compare the advantages and disadvantages of kernel-level or

user-level multithreading respectively.

3. Memory hierarchy is a very important design in computer systems. (25 points)
a) Give a brief explanation how L1, L2, L3, main memory, TLB, and virtual
memory are organized in contemporary computers.
b) What key ideas are behind the memory hierarchy to improve system
performance?
¢) What is TLB? Why do we need a TLB for virtual memory?
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4. Heap is a tree data structure and can be stored in memory using links.
An array can be used to represent a binary heap as shown on right.
(25 points)

a) If a heap is a complete binary tree, we can easily store it using a

scalable array. If the left child of node i is mapped to

Left(i)=2*i+1. Please give the mapping of its right child node and E 113(6/5/9]8
parent node respectively. ’

b) Write a sequence code of BinaryMinHeap, which can give the minimal number
on a series of numbers stored in an array.

¢) What is the time complexity of inserting a new node in the above N-node
BinaryMinHeap? Also, what complexity will it cost if we use BinaryMinHeap
to sort /N numbers? |
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— ~ Protocol (4245 30 %)
(—)M A TPv4 g2 IPv6 18 3] 4858 F 4o 3] B 35 Bp A
(Plug & Play) = (15 %)
(=)f8 3 RTP $1 RTCP 4o i 47 48 3518 $h AR5 & & (Quality
of Service) #E#] < (15 %)

=~ Web & HTTP (424 25 #)
(—)F A% HTTP 2.0 + multiplexing E £ #shFH &47T 2 £
F R RAEEHTTP 1.1 & 947458 2 (15 %)
(=)IETF RFC 9309 REP (Robots Exclusion Protocol)#) f i
BT ?FBHAEREEEFTK - (10 9)

= ~ TCP Protocol (4% 45 %)
(—) &7 TCP 42 22 3.3 &7 85 & & 44 Three-way Handshake ?
4o & 4& Three-way Handshake ¥ £ 4 — % ACK 3} @.:&
REBRAETEF?(5 %)
(=) 3% SYN flood 5 £ ? 4 {5 & 7 (15 %)
(=)TCP flow control v {s] ¥ %, 45 dk 3% buffer overflow ? (15 %)
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— AMRBBTIERLANES - (1) 25 %)
(—)E8F £ 5 #(zero-day attacks) (5 4)
(=) E 12 42 %2 #(zero trust architecture) (5 4)
(=) % 4038 28 #A (zero-knowledge proof) (5 %)
(m9) 4 %% R (red team assessment) (5 4+)
(Z)APT s #(advanced persistent threat) (5 %)

=~ BEWMAEA Y HITPS B 2 8 F P89 S X% TLS (Transport Layer
Security)ifh & > (485 25 4)
(—)iE8 TLS 1 X 69 ho 2 o) HE Pl B4 A A8 R 08 ok S IE M A X B 2855+
F ko fT BB ? AR IFR A 2 (15 4)
(Z)TLS 695 — 18 & B ohAe L3R4 X509 B3 - 285 BT RFR A ?
X4 QBB B ko AT B B AR BB EB 2 (10 5

= ~ 3DES (Triple DES)$z & 7 DES %45k 65 448 & & » 3 DES E A4 AR
TG 89 5o 28 7 & - (489 25 4)
(—)3DES &) 48k 47 ? A 47 3DES =T 24 2 DES 48 % ? (10 ,\)
(Z)DES 697 4k K % 56 470 > 3DES AR ER L 5V 2 AT
& 56 7ty 345 2 (10 &)
(=)AES (Advanced Encryption Standard) £ 4 # DES BIARE 0 ET e B &
SREEASIMA? S %)

W BROBFOSMEN BB RTER T4 (non-repudiation) ° XA F & 5 &
'a*‘JI‘E BT 4R T S LR B % 2 36 35 7 i do 4T 4242 © (489 25 )
(—)PKI (Public Key Infrastructure) (9 4)

(=)SSH (Secure Shell) (8 %)
(=)PGP (Pretty Good Privacy) (8 4-)
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1. [10%] How many subsets of size 5 from a set that contains n elements?

2. [10%] We flip a coin for 15 times and obtain a result of x times of coin facing up and y times of coin facing
down. What is the most likely outcome of (x,y)? Apparently, we have x 4+ y = 15. What is the probability to
have such outcome (x,y)?

3. [15%] Which series is bigger, Y5 @, or Yo, b,? We have:
__ 1
In = nn+1)

and

4. [15%]Ifboth a + b and ab are even, thenboth a and b are even. Prove or disprove the statement.

5. [15%] Solve the recurrence equation given by:
Apiyn = 2an + Apiq, Qg = 0, a = 1.

6. [15%] Which of the following graphs, K, (complete graph with 6 vertices) or K- (complete graph with 7
vertices) has closed Euler walk? Explain your answer as clear as possible. That is, in closed Euler walk, we allow
each edge to be visited exactly once, and the initial vertex and ending vertex are the same. Can we modify the

graph(s) to make it/them possible to contain a closed Euler walk?

7. [20%] The following is a recursive definition of trees:
Def1,
A tree consists of a root, and zero or more subtrees Ty, Ty, ..., Ty. Also, there is an edge from the root to the root

of each subtree.

Now someone modifies the definition and give the following alternative one:
Def 2.
A tree consists of a root, and one or more subtrees Ty, T, ..., Ty. Also, there is an edge from the root to the root

of each subtree.
Can you describe what will happen if we choose the second one as the definition instead? What trees can be

generated by the two definitions?
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1. (20%) For a p-n junction diode,
(1) prove that the Fermi-level (Er) is constant throughout the sample under thermal
equilibrium condition. (P=njexp ((Ei-Er)/kT), where n;is the intrinsic
concentration, E; is the quasi Fermi level). (10%)

(2) when apply a forward bias and a reverse bias respectively, is the current diffusion
or drift? Why? (10%)

2. (20%) For an Impact Ionization Avalanche Transit-Time (IMPATT) diode,
(1) describe why it can be used as a high power amplifier? (10%)

(2) how to generate a negative differential resistance? (10%)

3. (30%) Please design a heterojunction bipolar transistor (HBT),
(1) plot its energy band diagram under thermal equilibrium. (10%)
(2) what are its advantages when compare to homojunction bipolar transistor? (10%)

(3) why the offset voltage exists in an HBT? how to improve it? (10%)

4. (30%) For a high electron mobility transistor (HEMT),
(1) how can it form two-dimensional electron gas? (10%)
(2) how can it achieve high electron mobility? (10%)

(3) how to form an enhancement mode HEMT? (10%)
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1. (20%) For the oscillator circuit show in Fig. 1 and assuming an ideal op amplifier,
(a) Find the oscillation frequency.

(b) Find the minimum value of R»/R; to achieve oscillation.

Rl RZ

ANA-

P-OVO
2R C

Va b

C I R

Fig. 1

F 3

2. (24%) Consider the common-base amplifier of Fig. 2. Assume f>>1, and calculate

(a) the dc bias current /g,
+12V . .
l (b) the input resistance Rin,
3.3kQ .
4kQ § T - - (c) the voltage gain vo/vs, and
I | rjl—li o— A+ (d) the maximum allowable
vS e
JJ R, 9 B amplitude of vs.
" =
=20 ? 8kQ _||_—9r
6kQ Vo
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3. (32%) Consider the following circuit in Fig. 3. Assume at time ¢t =0, Vx=5V.

(a) What is the collector current Ic of Q1 at = 0? Please check the value of Vpg.

(b) What is Ic when Vy=1V?

(¢) If Q1 has an internal collector resistance r¢ = 200€2, will Q1 saturate when Vy=1V?
(d) Using the average current of Ic at Vx= 5V and 1V, calculate the time required for Vy
to go from 5V to 1V.

where for M1 : 14,Cox = 40 pA/V?, W/L = 1, threshold voltage Vrgy = 0.7 V;

for Q1: B=50, Is=10"BA, Vy=kT/q =25 mV, Ic = Is[exp(Vas/V7)-1] (in forward active
region) Ve =SV

LAY

T L -
M1

% CL - O_SPF

el

Rt
—

Fig. 3
4. (24%) Shown below in Fig. 4 is an ECL/MOS level converter, and the voltage level
of A and A as a function of time.
(a) Explain the role of the diode-connected bipolar transistor Q3 in this circuit.
(b) Calculate the maximum and minimum voltages at nodes X and Y.
(c) Calculate the maximum and minimum voltages at node Z.
M1, M2 : 14,Cor = 25 pA/V?, W/L = 3/2, threshold voltage Vryp=—0.7 V.
Q1, Q2, Q3: =50, Is = 108A, Vr=kT/q = 25 mV, Ic = Is[exp(Vse/V1)-1] (in forward

active region) — +5V
3 L, Ml M2
2 s e 1
Q3 B st N | S5
L

A+~ Ql Q2 - A
z
Do

Fig. 4
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