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i

HF

Active

Reader

*{ 2 1 2.45GHz L g

*4F % © 2.45GHz

*PAEBY > F REFEE S &K TAG

*rAaMmlE, AVARIMLE(T)E

*3 M A & : RJ-45 Ethernet, RS-232, RS-485

*2 % &4 W IR A -k Reader W3 §8
*TREASHRAPHSEBH TR -TRE PR
*M BB AR 10 - 255 %%?fur‘%’?f ¢ 0-255,

AR L SR T

*3 % Z_: ICMP, ARP, IP,TCP (Server/ Client), UDP,
DHCP, HTT

S
W, /v

*1 1% : MAX 300mA @ 12 VDC
*2RZ K1 7.5VDC~28 VDC

*T <} 1 107W * 138H * 30D(mm)
*£ 8 222g

SEH S LED 7

Active

Reader

kil
oy

C 2 B
Y-

I

&

W

PR LML AFEBR B L B
A RE T

*¥ N B #4 7§ E (Optional)

FEH A BRI RE

R ERLBRE R R KRS R

PR RBHE HESRY BAASLARRRY
*iiﬁi%falf] : 2.4GHz~2.5GHz

* Impedance : 5002

*VSWR : 1.92Max.

*Gain(peak) : 9 dBi(Excluding CBL loss)

*Admitted Power : 1W

*Cable : CFD 200;L:0.45M

*Antenna Top Cover : ABS ; Antenna Bottom Cover :
ABS

*Operating Temp : -30 ~+80 ; Storage Temp : -40 ~+85
*Connector : RP-SMA Plug

.|Active Tag

RFID Active
Tag & % &
CELATER &

*3 § ;% RFID & &+ # 3% RFID & &
# 4% & © 2.45GHz
*jh #54F & 1 13.56MHz

~ 38 ~




FERARATAERE GRS

# EFFINFE AR EL
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*RHEEISLE

*LED dp 7 M HF

*deddwt it 3115,,%@:4 . gm%,i@%?] ~HM)
*AC L 3 Ak $ RFID BE4E+
TRAR R+

*3 ¥ AP 1 3VCR2032x 2

*< <} : 86W X 54H x 6D (mm)

*¥£ § :25.8¢
*HESBOKAMEIREZ 2F S

*3M M 245GHz A EFEHE A
*MES AR 1 0-255 5 MELEF ¢ 0-255
AR D SR T

*@ﬁ;ﬁ&&#piﬁ

TRAR LR+

R ELE SR

*X ¥ RSSI/LQI 5L R & SF B R
* TR E

*LED 4hm HHE AR

Rl (BEeEr 3%%5@%?] ~ R A)
*3 04 42 4 1 3V CR2032x 1
RSB BER R

*T < 1 32W x 25H x 12D (mm)

*£ § :23.4g

RFID Active

Tag & 3 &

Active Tag | #f ##%] L &
e sV
#

*13.56MHz (Mifare (1SO 14443-A))
*$d LED 457

*PoaE g Ae st S Tk 16,000 £
¥ oL

*1 fe8 & 1 0°Cto55°C, 5t095% RH
*F 4 1 E% 3. 7V1000mAH ¥ L F 42 F 4
*ha :HEEY 20

*%2 % 2k . &% USB5V500mA T ik
AR BE KR

*t < :53Wx112Hx 19.3 D (mm)
*3:42: ON/OFF 3 + 4%

Proximity |# § 7\ 3§ B~
Reader |
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*F B~EEd: 5cm
*r?‘@ﬁ&&gﬁ: 20m(5 i)

PR E
g
Ak Raki

*3 + g & 13.56MHz (Mifare)
*HEFE 2246 24
*3 WA & : RSA8S5 - 519
*3 ¢ LED & fidp 7
*PoaEiE g BT
TR p R ORI AT S R T2 MK
*SYRIS RS485/Wiegand ##: ;% @@j UK ]
ZEFAERM AR
ﬁ*ﬁﬁ-ﬂh(%ﬂ@)
*3T 23 & 4,800 ~ 115,200 bps
*T R / W4 % 1 8V~15V DC/ 0.5W ~ 2W
paEF BORE M
ﬁm, :-20°C ~70C
*T 4 (mm) : 75W x 115H x 16D

LED P & &

7

FEFANEGFITA A ERRE BT P L
FaRied s

*¥ ) B 3% 7§ % (Optional)

7 B 4o B 1R S A BB

R R P R R e

R REHE FERRT BABAL RALIRL
*Function : i ¥ X R/ F S PRk /i g Br g
o/ kg

*Diameter : 50mm/60mm/70mm

*Bulb : v # %

*Voltage : AC 110V / AC 220V / DC/AC 24V / DC/AC 12V
*Section : 1-5

*lens : = / ¥ [/ ¥

Y A3

Active
Reader

E % # it # 3= PDA ~ RFID Active Reader ~ WLAN ~ UHF -

GPS~ 8 [Pt H EF A
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4 2-1-7 72l S e R TN WAL A
P W Ll A B i 5 E 1]
A A dNEEE 20 & T 5 300,000
B. A& AFHFExm 3 & ﬁv‘éﬁ‘é’viﬁ?}f 9,000
C. RFID Active Tag & 4 &3 2w 3 6+ ;8 +
3 a0 9 SR T 80,000
ey .
D. RFID Active Ta BHAR W) A B 5N e
4y g7 9 &SI T e s 105,000
F 5 g &
@ T &
bk ds N3
5 |[E. & NFEFE 3 & ‘%?%ﬁ 6,000
2 s bR B PRV ST S N B
6 F. 5% Svﬁ“%'ﬁﬁﬁ*“,]tﬁﬁtﬁw FPR 3w £ 24,000
LED P &7 % 3 ) ’
@ T &
7 |G.PDA+GPS+3G 1 = 100,000
B 2L
. : . L RS REEFY
8 |H. ?#%‘\;L;i'ﬁ;\ RFID # 2~ x st pEez 420,000
9 TR F2N '*’?;Fﬂ‘ii& AELBPIRE L & er;a 5 120,000
10 J @%_ﬁg PR w4 B 110,000
11 |[K.RFID ® 4 #ch8 PPRE 1 5 b’“r*p 5 30,000
Vi mﬁ’rb N g@#v‘rg/,} '»gt‘r'—'fi e
12 s AR L wrd N5 200,000
i P m
13 /40,000 A i 2 “h B 40,000
=R A A 1,600,000
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5 & LA R o R YY1
1 A AN E20 e “r 300,000
2 B it BESAYIM 3 e ot R BT 9,000

C. RFID Active Tag & % 447 28 w] 3§ ;N +
3 4 g 100 0 ORI RS 80,000
D. RFID Active Tag & 4% S4#p 2 %) 3 #7 ;8 55
4 “h B 105,000
¥R TS P
g L , A
5 |[E. &N NEERE 3 2 B 6,000
Fo /5% % 5 ﬁﬁsz% fE3wE |
6 LEg ﬂa J:g ! T " BB ER 24,000
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=
rd T B R
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TR AEANETRE AAFIREL 5 |91 F8 120,000
)y sl s w4 8 110,000
10 |K.RFID * /i fr# @IRE 1 5 w4 B 30,000
GRS P ARS8
O e A R T 200,000
&S & N I )
12 |40,000 A 3 e kix 40,000
=24 1,200,000

pE r 2 E P T HELEmT bR Y R
* 7FE 3 reader’ £ & GPS TiEF i o L G FHTE LR F W 4 477
FEEE 2 A RALIT40T
a. FEB P TEHEWEERLLEIE K% Garmin-Asus M10E (Smart Phone)
¥ SYRISSYRDBT-M1 (BRB-ZH I FFTHEE), £¢ 77 ET 1 3
EVRFEHITE L 36 REALGUF Y o AR AR 2 £ 2D
SENC I
b, "R RFEF Y TR L A Y 245g A B RFDATE 2
.+ 3% 5% PDA > wireless AP & F I FIAL T oA 8 U AR AR A
61 TAhg g Fao
c. AP HEERRADKA NP A A LW FREFP L FL o 2
HWE 4 i 47 g FIR & hid v @ ' MEHF A DR R RAD KA
AREEFEPE T R TR XFHFLDERH N AR
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THEE | d 0 RERFER- AN F2 |l
LEI R R g R Ry T
PR A% B 3EE5 0% ¢ 5 Aqbd Eaten | ¥ s o
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(3) #TAG-READER- & st-FHL R » 2424 B2 R§lE § Lpyes

TR A
SQL Server *t % A% £ 45 TG0 *F BFHPOR L DR 0 Bk
?-"ifi’?*i%*fﬁ?*/&’ﬁ FEHEBNEREHE BB A RT A R
JRi G PR AL o e L F A G PR R e T CUFTR
RLA PR G UHBEE 2o bl REFH S 4RO TRFTPEIPT N
KT g B EEFAAR BT 4 %ﬁv*‘;ﬁgmi&? i E A e

SQL Server © &-4hids ~ FA{rIE FAARRHF 40 B o

B. Web Service F# £ 5 B~32#

Web Service #84 F1* ssL 3 B~and@ 4] > ssL (Secure Sockets Layer)
P G ERREY L T 2R '33’%1 1R AR &
HTTP * SMTP ¥z » # ¢ d 30 v 44 TCP/IP @_m@%ﬁi %
Flb 2 & AR Y TCP/Ip AR R U FE - L B ek Y s e
B o d 3T g5 4o B P E R * & TCP/IP m@@?ﬂ] v ig i-’u."éﬁ%%‘* &@31?]
Booa b A X7 g D] s ehde P T b A EARE o 3T
FLR T SS| Ar R o
HT R R ssL g

o THEBM I N ARRIuERY > LR RBET SR RES T
#L4e % > SSL £ #24r DES ~ RC2 & RC4 % 4c %2 o Ft i MY F¥ 12
FEF R ik o

o R EANRE T AR A SR PIRE ML 2 g
T 4eiE k4e o SSL & 454 RSA ~ DSS 4 %% o F|pt SSL 4 F e
R oo

o FTHLEFEM 1 d 3 SSL A 4 MD5 & SHA i3 Sific 0 7Yt (¥ i
AP T A KA g RS Sl s TR R FE i o

« HEFHRARF ISSL T 2 fd L TCP/IP @i 11t K mshiliin T
BAE T SSL A R e 4 R YR AT kR R AR

. £ 4T o B AR
IF’%AI_IPE%O
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&% SSL e 3

Lo GRIBAp - 32 eI T ER S PIRBRAP - FREF - BRI
BRIRELIFEIREE S REE v @R ge 7 "ClientHello™s &

=

L ARArie cnSSLAR A ~ AEARB I NEFT R o

2. WIRBACE]E #hamusLis o v - BRELEE S e SR

2

% "ServerHello”2t 4 ~ SSL AR A £24r % = ;2 % F 2 o

~m

3. WIREMA AL ANRE TR BELL o B RRT ED PIRE
HAS b RE SR AR BRDFIRE o Kb PIRBRL
TP ARGEE- b AL IRRE RS R R B ARG 2R e

TRBETAR AP R E e § RIRE D Rk (PublicKey) o

4 % E Y PIRBARBTH AL PIRFHLDERL 0 VA
i# - ¥ ClientKeyExchange 3t L X PR B o 2B AN F 5 £ 23895
Wen- B fARAT T R TRR AR RAFT A T BRI EFN B

PF»E"RF’W hN éﬁ{%t@&, l@tié/‘x PR% o

5. WIREATI|2 {5 > B> € @iX”ChangeCipherSpec” £ “Finished” 3t 2 & ¥+

SR G URARE E  AUR Y fAR T B2  ( 0 TA
6. F»'?'flp’f 1 ”"l"i'ﬁﬂ-ﬂ’l*f]‘;ﬁg_}\ 4 ,',—s —\2&%&%% A3V ;,;@%&1:; 1

TR B is B B

E )T"U‘ELSSL s < (handshake) - i 9 28 ] 7
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1. gF@iE “ ClientHalla ®

2. [GiERsigiE  ServarHello ™

3. EREEIEEE R AT R

5. EPERERETEBIE ChangeCipherSpec
8 Finished 5

fE10.11-2 SSLEMREEE (4-6)

-4 L
6 EREEEAEEREREEREZREN

ABBE ? TN
10111 SEL{ERSFERE (1-3) %

LT

—_—

4.

2

[
)

LT

¥ 2-2-1: SSL # * (handshake) > i % 2 e 77
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C. RFID & Flse %
A5 SATE T RFID R AUL A B dte ffet Ad Ao P p R
RN PHARNERFARFTEER GBS FEBRR NGRS T M

R TP

D. B* FH F g ge
AT RERE P F I RERRA ZE LT T R Y
B 5 R RERR o L E oA R E IR G A Y
TRk m”@@:ﬂfffﬁm v R ECE T R Ha foBh A 8RR 232 AR
Arae i 2L P m o0 EEFNUTITIR G H LA EEEFREEL 2 BT > X EFHREE

ORI FEER 255 S R VR ER IS TR S
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Mmacunetix " @

L_!"Scan group - saved on 2/14/2011, 13:44 , profile : default
Scan Thread 1 ( https://163.32.249.4) 8 alerts found

— ~ % Scan Thread 1 ( httpsy/163.32.249.4)

(- )Scan summary

Scan information

Start time2/14/2011, 9:03 Finish time2/14/2011, 10:57

Scan time 114 minutes Server bannerMicrosoft-11S/7.0

Operating systemWindows WebServer technologiesASP.NET,OpenSSL

Alerts summary
Threat level

Acunetix threat level 3
One or more high-severity type vulnerabilities have been discovered by the
Level 3: High scanner. A malicious user can exploit these vulnerabilities and compromise

_ the backend database and/or deface your website.

M acunetix threat level

Alerts found
Total alerts found 8

@righ 1

u';!:'l\/led ium 2|

@Low 1-
|

I@Informational 4
Executive summary
Alert groupNumber of alerts in this group
Blind SQL/XPath injection for string inputs1
Common files found2
HTTPS connection with weak key lengthl
GHDB1
Email address found3
NameSeverityAffects
. Blind SQL/XPath injection for string inputs High /school_message_detail.asp
. Common files found Medium /ASPinfo.asp
. Common files found Medium /ASPinfo.asp
. HTTPS connection with weak key length Low Web Server
GHDB Informational /ASPinfo.asp
Email address found Informational /ASPinfo.asp
. Email address found Informational /designer.asp
. Email address found Informational /team_work.html

N UOAWN R

@ 1. Blind SQL/XPath injection for string inputs
Severity High

Affects /school_message_detail.asp

DetailsThe GET variable D is vulnerable.

TypeValidation

DescriptionThis script is possibly vulnerable to SQL/XPath Injection attacks.

SQL injection is a vulnerability that allows an attacker to alter backend SQL statements by manipulating the user input.
An SQL injection occurs when web applications accept user input that is directly placed into a SQL statement and
doesn't properly filter out dangerous characters.

This is one of the most common application layer attacks currently being used on the Internet. Despite the fact that it is
relatively easy to protect against, there is a large number of web applications vulnerable.

XPath Injection is an attack technigue used to exploit web sites that construct XPath queries from user-supplied input.
ImpactAn unauthenticated attacker may execute arbitrary SQL/XPath statements on the vulnerable system. This may
compromise the integrity of your database and/or expose sensitive information.

RecommendationYour script should filter metacharacters from user input.

Check detailed information for more information about fixing this vulnerability.
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Reported by moduleMultiRequest parameter manipulation

References

Acunetix SQL Injection Attackhttp://www.acunetix.com/websitesecurity/sql-injection.htm

What is Blind SQL Injection?http://www.cgisecurity.com/questions/blindsqgl.shtml

Advanced SQL Injection http://www.nextgenss.com/papers/advanced_sql_injection.pdf

Security Focus - Penetration Testing for Web Applications (Part Two)http://www.securityfocus.com/infocus/1709
More Advanced SQL Injection http://www.ngssoftware.com/papers/more_advanced_sql_injection.pdf

XPath injection in XML databaseshttp://palisade.paladion.net/issues/2005Jul/xpath-injection/

Request

GET /school_message_detail.asp?D=36'+and+'1'='"0 HTTP/1.0 Accept: */* User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET
CLR 1.1.4322) Host: 163.26.244.210 Cookie: ASPSESSID=passmauclof91sk50onv44in2d5 Connection: Close Pragma: no-cache

Response

HTTP/1.1 200 OK Content-Type: text/html Server: Microsoft-11S/7.0 X-Powered-By: ASP/5.2.9-2 X-Powered-By: ASP.NET
MicrosoftOfficeWebServer: 5.0_Pub MS-Author-Via: MS-FP/4.0 Date: Mon, 02 Nov 2009 04:34:11 GMT Connection: close Content-Length: 1353

@2, Common files found

Severity Medium

Affects /ASPinfo.asp

DetailsWe have found <title>ASPinfo()</title>

TypeValidation

DescriptionThis script is using ASPinfo() function. This function outputs a large amount of information about the
current state of ASP. This includes information about ASP compilation options and extensions, the ASP version, server
information and environment (if compiled as a module), the ASP environment, OS version information, paths, master
and local values of configuration options, HTTP headers, and the ASP License.

ImpactThis file may expose sensitive information that may help an malicious user to prepare more advanced attacks.
RecommendationRemove the file from production systems.

Reported by moduleText search

References

ASP ASPinfohttp://www.asp.net/manual/en/function.aspinfo.asp

Request

GET /ASPinfo.asp HTTP/1.0 Accept: */* User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 1.1.4322) Host:
163.26.244.210 Cookie: ASPSESSID=passmauclof91sk50nv44In2d5 Connection: Close Pragma: no-cache

Response

HTTP/1.1 200 OK Content-Type: text/html| Server: Microsoft-11S/7.0 X-Powered-By: ASP/5.2.9-2 X-Powered-By: ASP.NET
MicrosoftOfficeWebServer: 5.0_Pub MS-Author-Via: MS-FP/4.0 Date: Mon, 02 Nov 2009 04:45:03 GMT Connection: close Content-Length:
60410

@ 3. Common files found

Severity Medium

Affects /ASPinfo.asp

DetailsNo details are available.

TypeValidation

DescriptionASPinfo page has been found on this directory. The ASPinfo page outputs a large amount of information
about the current state of ASP. This includes information about ASP compilation options and extensions, the ASP
version, server information and environment (if compiled as a module), the ASP environment, OS version information,
paths, master and local values of configuration options, HTTP headers, and the ASP License.

ImpactThis file may expose sensitive information that may help an malicious user to prepare more advanced attacks.
RecommendationRemove the file from production systems.

Reported by moduleDirectory checks

References

ASP ASPinfohttp://www.asp.net/manual/en/function.aspinfo.asp

Request

GET /ASPinfo.asp HTTP/1.0 Accept: */* User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 1.1.4322) Host:
163.26.244.210 Cookie: ASPSESSID=passmauclofdlsk5onv44In2d5 Connection: Close Pragma: no-cache

Response

HTTP/1.1 200 OK Content-Type: text/html Server: Microsoft-11S/7.0 X-Powered-By: ASP/5.2.9-2 X-Powered-By: ASP.NET
MicrosoftOfficeWebServer: 5.0_Pub MS-Author-Via: MS-FP/4.0 Date: Mon, 02 Nov 2009 04:45:03 GMT Connection: close Content-Length:
60410

@ 4. HTTPS connection with weak key length

Severity Low

Affects Web Server

DetailsNo details are available.

Typelnformational

DescriptionThe key length for HTTPS connections is lower than the recommended 128 bits.
ImpactThe connection may be intercepted and possibly decrypted by a third party.
RecommendationThe key length should be at least 128 bits.

Reported by moduleCrawler

References

Request

Response
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@5. GHDB

Severity Informational

Affects /ASPinfo.asp

DetailsWe have found "allow_call_time_pass_reference" "PATH_INFO"

Typelnformational

Description

The description for this alert is contributed by the GHDB community, it may contain inappropriate language.
Category : Files containing juicy info

Returns publically visible pages generated by the ASP function ASPinfo(). This search differs from other ASPinfo()
searches in that it doesn't depend on the filename being called "ASPinfo.asp"”. Some result files that include ASPinfo
are:

ImpactNot available. Check description.

RecommendationNot available. Check description.

Reported by moduleGHDB - Google hacking database

References

Acunetix Google hackinghttp://www.acunetix.com/websitesecurity/google-hacking.htm

GHDB Homepagehttp://johnny.ihackstuff.com/

Request

GET /ASPinfo.asp HTTP/1.0 Accept: */* User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 1.1.4322) Host:
163.26.244.210 Cookie: ASPSESSID=passmauclofdlsk5onv44In2d5 Connection: Close Pragma: no-cache

Response

HTTP/1.1 200 OK Content-Type: text/html Server: Microsoft-11S/7.0 X-Powered-By: ASP/5.2.9-2 X-Powered-By: ASP.NET
MicrosoftOfficeWebServer: 5.0_Pub MS-Author-Via: MS-FP/4.0 Date: Mon, 02 Nov 2009 04:45:03 GMT Connection: close Content-Length:
60410

@ 6. Email address found

Severity Informational

Affects /ASPinfo.asp

DetailsWe have found license @ASP.net

Typelnformational

DescriptionOne or more email addresses have been found on this page. The majority of spam comes from email
addresses harvested off the internet. The spam-bots (also known as email harvesters and email extractors) are
programs that scour the internet looking for email addresses on any website they come across. Spambot programs
look for strings like myname@mydomain.com and then record any addresses found.

ImpactEmail addresses posted on Web sites may attract spam.

RecommendationCheck references for details on how to solve this problem.

Reported by moduleText search

References

Why Am | Getting All This Spam?http://www.cdt.org/speech/spam/030319spamreport.shtml

How and Why of obfuscating your addresshttp://www.u.arizona.edu/~trw/spam/

Spam-Proofing Your Websitehttp://evolt.org/article/Spam_Proofing_Your_Website/20/41849/

Request

GET /ASPinfo.asp HTTP/1.0 Accept: */* User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 1.1.4322) Host:
163.26.244.210 Cookie: ASPSESSID=passmauclof91sk50nv44In2d5 Connection: Close Pragma: no-cache

Response

HTTP/1.1 200 OK Content-Type: text/html Server: Microsoft-11S/7.0 X-Powered-By: ASP/5.2.9-2 X-Powered-By: ASP.NET
MicrosoftOfficeWebServer: 5.0_Pub MS-Author-Via: MS-FP/4.0 Date: Mon, 02 Nov 2009 04:45:03 GMT Connection: close Content-Length:
60410

© 7. Email address found

Severity Informational

Affects /designer.asp

DetailsWe have found 593331be19d94e5b@apps.messenger.live.com
fa7292295a527d52@apps.messenger.live.com 22df92c62480che6@apps.messenger.live.com
b417aea796586f18@apps.messenger.live.com

Typelnformational

DescriptionOne or more email addresses have been found on this page. The majority of spam comes from email
addresses harvested off the internet. The spam-bots (also known as email harvesters and email extractors) are
programs that scour the internet looking for email addresses on any website they come across. Spambot programs
look for strings like myname@mydomain.com and then record any addresses found.

ImpactEmail addresses posted on Web sites may attract spam.

RecommendationCheck references for details on how to solve this problem.

Reported by moduleText search

References

Why Am | Getting All This Spam?http://www.cdt.org/speech/spam/030319spamreport.shtml

How and Why of obfuscating your addresshttp://www.u.arizona.edu/~trw/spam/

Spam-Proofing Your Websitehttp://evolt.org/article/Spam_Proofing_Your_Website/20/41849/

Request

GET /designer.asp HTTP/1.0 Accept: */* User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 1.1.4322) Host:
163.26.244.210 Cookie: ASPSESSID=passmauclof9lsk5onv44Iin2d5 Connection: Close Pragma: no-cache Referer: https://163.26.244.210:443/
Response

HTTP/1.1 200 OK Content-Type: text/html Server: Microsoft-11S/7.0 X-Powered-By: ASP/5.2.9-2 X-Powered-By: ASP.NET
MicrosoftOfficeWebServer: 5.0_Pub MS-Author-Via: MS-FP/4.0 Date: Mon, 02 Nov 2009 03:36:05 GMT Connection: close Content-Length: 6022
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© 8. Email address found

Severity Informational

Affects /team_work.html

DetailsWe have found stcheng@mail.ncku.edu.tw ykchang@mail.ncku.edu.tw csyang@ee.ncku.edu.tw
kaio.hcl@gmail.com p7893113@mail.ncku.edu.tw keyboard802@hotmail.com tina4262001@hotmail.com
spearsea@gmail.com

Typelnformationa

DescriptionOne or more email addresses have been found on this page. The majority of spam comes from email
addresses harvested off the internet. The spam-bots (also known as email harvesters and email extractors) are
programs that scour the internet looking for email addresses on any website they come across. Spambot programs
look for strings like myname@mydomain.com and then record any addresses found.

ImpactEmail addresses posted on Web sites may attract spam.

RecommendationCheck references for details on how to solve this problem.

Reported by moduleText search

References

Why Am | Getting All This Spam?http://www.cdt.org/speech/spam/030319spamreport.shtml

How and Why of obfuscating your addresshttp://www.u.arizona.edu/~trw/spam/

Spam-Proofing Your Websitehttp://evolt.org/article/Spam_Proofing_Your_Website/20/41849/

Request

GET /team_work.html HTTP/1.0 Accept: */* User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 1.1.4322) Host:
163.26.244.210 Connection: Close Pragma: no-cache Referer: https://163.26.244.210:443/

Response

HTTP/1.1 200 OK Content-Type: text/html Last-Modified: Wed, 21 Oct 2009 01:31:25 GMT Accept-Ranges: bytes ETag:
&quot;ce65434ee51cal:0&quot; Server: Microsoft-11S/7.0 X-Powered-By: ASP.NET MicrosoftOfficeWebServer: 5.0_Pub MS-Author-Via:
MS-FP/4.0 Date: Mon, 02 Nov 2009 03:36:02 GMT Connection: close Content-Length: 7037
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Macunetix -

EScan group - saved on 2/14/2011, 13:44 , profile : default
Scan Thread 1 ( https://210.59.90.37) 8 alerts found

- ~ # Scan Thread 1 ( https://210.59.90.37)

(- )Scan summary
Scan information

Start time2/14/2011, 11:25 Finish time2/14/2011, 13:44
Scan time 139 minutes Server bannerMicrosoft-11S/7.0
Operating systemWindows WebServer technologiesASP.NET,OpenSSL

Alerts summary
Threat level

Acunetix threat level 3
One or more high-severity type vulnerabilities have been discovered by the
Lewvel 3: High scanner. A malicious user can exploit these vulnerabilities and compromise

_ the backend database and/or deface your website.

™ acunetix threat level

Alerts found

Total alerts found 8
@High 1
u';!:'l\/led ium 2|
@Low 1-
@Informational 4|

Executive summary

Alert groupNumber of alerts in this group

Blind SQL/XPath injection for string inputs1
Common files found2

HTTPS connection with weak key lengthl

GHDB1

Email address found3

NameSeverityAffects

. Blind SQL/XPath injection for string inputs High /school_message_detail.asp
. Common files found Medium /ASPinfo.asp

. Common files found Medium /ASPinfo.asp

. HTTPS connection with weak key length Low Web Server
GHDB Informational /ASPinfo.asp

Email address found Informational /ASPinfo.asp

. Email address found Informational /designer.asp

. Email address found Informational /team_work.html

ONO A WN R

@ 1. Blind SQL/XPath injection for string inputs
Severity High

Affects /school_message detail.asp

DetailsThe GET variable D is vulnerable.

TypeValidation

DescriptionThis script is possibly vulnerable to SQL/XPath Injection attacks.

SQL injection is a vulnerability that allows an attacker to alter backend SQL statements by manipulating the user input.
An SQL injection occurs when web applications accept user input that is directly placed into a SQL statement and
doesn't properly filter out dangerous characters.

This is one of the most common application layer attacks currently being used on the Internet. Despite the fact that it is
relatively easy to protect against, there is a large number of web applications vulnerable.

XPath Injection is an attack technigue used to exploit web sites that construct XPath queries from user-supplied input.
ImpactAn unauthenticated attacker may execute arbitrary SQL/XPath statements on the vulnerable system. This may
compromise the integrity of your database and/or expose sensitive information.

RecommendationYour script should filter metacharacters from user input.

Check detailed information for more information about fixing this vulnerability.

Reported by moduleMultiRequest parameter manipulation

References
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Acunetix SQL Injection Attackhttp://www.acunetix.com/websitesecurity/sql-injection.htm

What is Blind SQL Injection?http://www.cgisecurity.com/questions/blindsqgl.shtml

Advanced SQL Injection http://www.nextgenss.com/papers/advanced_sql_injection.pdf

Security Focus - Penetration Testing for Web Applications (Part Two)http://www.securityfocus.com/infocus/1709
More Advanced SQL Injection http://www.ngssoftware.com/papers/more_advanced_sql_injection.pdf

XPath injection in XML databaseshttp://palisade.paladion.net/issues/2005Jul/xpath-injection/

Request

GET /school_message_detail.asp?D=36'+and+'1'="0 HTTP/1.0 Accept: */* User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET
CLR 1.1.4322) Host: 163.26.244.210 Cookie: ASPSESSID=passmauclof91sk50nv44in2d5 Connection: Close Pragma: no-cache

Response

HTTP/1.1 200 OK Content-Type: text/html Server: Microsoft-11S/7.0 X-Powered-By: ASP/5.2.9-2 X-Powered-By: ASP.NET
MicrosoftOfficeWebServer: 5.0_Pub MS-Author-Via: MS-FP/4.0 Date: Mon, 02 Nov 2009 04:34:11 GMT Connection: close Content-Length: 1353

W2, Common files found

Severity Medium

Affects /ASPinfo.asp

DetailsWe have found <title>ASPinfo()</title>

TypeValidation

DescriptionThis script is using ASPinfo() function. This function outputs a large amount of information about the
current state of ASP. This includes information about ASP compilation options and extensions, the ASP version, server
information and environment (if compiled as a module), the ASP environment, OS version information, paths, master
and local values of configuration options, HTTP headers, and the ASP License.

ImpactThis file may expose sensitive information that may help an malicious user to prepare more advanced attacks.
RecommendationRemove the file from production systems.

Reported by moduleText search

References

ASP ASPinfohttp://www.asp.net/manual/en/function.aspinfo.asp

Request

GET /ASPinfo.asp HTTP/1.0 Accept: */* User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 1.1.4322) Host:
163.26.244.210 Cookie: ASPSESSID=passmauclofdlsk5onv44In2d5 Connection: Close Pragma: no-cache

Response

HTTP/1.1 200 OK Content-Type: text/html Server: Microsoft-11S/7.0 X-Powered-By: ASP/5.2.9-2 X-Powered-By: ASP.NET
MicrosoftOfficeWebServer: 5.0_Pub MS-Author-Via: MS-FP/4.0 Date: Mon, 02 Nov 2009 04:45:03 GMT Connection: close Content-Length:
60410

@ 3. Common files found

Severity Medium

Affects /ASPinfo.asp

DetailsNo details are available.

TypeValidation

DescriptionASPinfo page has been found on this directory. The ASPinfo page outputs a large amount of information
about the current state of ASP. This includes information about ASP compilation options and extensions, the ASP
version, server information and environment (if compiled as a module), the ASP environment, OS version information,
paths, master and local values of configuration options, HTTP headers, and the ASP License.

ImpactThis file may expose sensitive information that may help an malicious user to prepare more advanced attacks.
RecommendationRemove the file from production systems.

Reported by moduleDirectory checks

References

ASP ASPinfohttp://www.asp.net/manual/en/function.aspinfo.asp

Request

GET /ASPinfo.asp HTTP/1.0 Accept: */* User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 1.1.4322) Host:
163.26.244.210 Cookie: ASPSESSID=passmauclof91sk50nv44In2d5 Connection: Close Pragma: no-cache

Response

HTTP/1.1 200 OK Content-Type: text/html Server: Microsoft-11S/7.0 X-Powered-By: ASP/5.2.9-2 X-Powered-By: ASP.NET

MicrosoftOfficeWebServer: 5.0_Pub MS-Author-Via: MS-FP/4.0 Date: Mon, 02 Nov 2009 04:45:03 GMT Connection: close Content-Length:
60410

@ 4. HTTPS connection with weak key length

Severity Low

Affects Web Server

DetailsNo details are available.

Typelnformational

DescriptionThe key length for HTTPS connections is lower than the recommended 128 bits.
ImpactThe connection may be intercepted and possibly decrypted by a third party.
RecommendationThe key length should be at least 128 bits.

Reported by moduleCrawler

References

Request

Response
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@5. GHDB

Severity Informational

Affects /ASPinfo.asp

DetailsWe have found "allow_call_time_pass_reference" "PATH_INFO"

Typelnformational

Description

The description for this alert is contributed by the GHDB community, it may contain inappropriate language.
Category : Files containing juicy info

Returns publically visible pages generated by the ASP function ASPinfo(). This search differs from other ASPinfo()
searches in that it doesn't depend on the filename being called "ASPinfo.asp"”. Some result files that include ASPinfo
are:

ImpactNot available. Check description.

RecommendationNot available. Check description.

Reported by moduleGHDB - Google hacking database

References

Acunetix Google hackinghttp://www.acunetix.com/websitesecurity/google-hacking.htm

GHDB Homepagehttp://johnny.ihackstuff.com/

Request

GET /ASPinfo.asp HTTP/1.0 Accept: */* User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 1.1.4322) Host:
163.26.244.210 Cookie: ASPSESSID=passmauclofdlsk5onv44In2d5 Connection: Close Pragma: no-cache

Response

HTTP/1.1 200 OK Content-Type: text/html Server: Microsoft-11S/7.0 X-Powered-By: ASP/5.2.9-2 X-Powered-By: ASP.NET
MicrosoftOfficeWebServer: 5.0_Pub MS-Author-Via: MS-FP/4.0 Date: Mon, 02 Nov 2009 04:45:03 GMT Connection: close Content-Length:
60410

@ 6. Email address found

Severity Informational

Affects /ASPinfo.asp

DetailsWe have found license @ASP.net

Typelnformational

DescriptionOne or more email addresses have been found on this page. The majority of spam comes from email
addresses harvested off the internet. The spam-bots (also known as email harvesters and email extractors) are
programs that scour the internet looking for email addresses on any website they come across. Spambot programs
look for strings like myname@mydomain.com and then record any addresses found.

ImpactEmail addresses posted on Web sites may attract spam.

RecommendationCheck references for details on how to solve this problem.

Reported by moduleText search

References

Why Am | Getting All This Spam?http://www.cdt.org/speech/spam/030319spamreport.shtml

How and Why of obfuscating your addresshttp://www.u.arizona.edu/~trw/spam/

Spam-Proofing Your Websitehttp://evolt.org/article/Spam_Proofing_Your_Website/20/41849/

Request

GET /ASPinfo.asp HTTP/1.0 Accept: */* User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 1.1.4322) Host:
163.26.244.210 Cookie: ASPSESSID=passmauclof91sk50nv44In2d5 Connection: Close Pragma: no-cache

Response

HTTP/1.1 200 OK Content-Type: text/html Server: Microsoft-11S/7.0 X-Powered-By: ASP/5.2.9-2 X-Powered-By: ASP.NET
MicrosoftOfficeWebServer: 5.0_Pub MS-Author-Via: MS-FP/4.0 Date: Mon, 02 Nov 2009 04:45:03 GMT Connection: close Content-Length:
60410

© 7. Email address found

Severity Informational

Affects /designer.asp

DetailsWe have found 593331be19d94e5b@apps.messenger.live.com
fa7292295a527d52@apps.messenger.live.com 22df92c62480che6@apps.messenger.live.com
b417aea796586f18@apps.messenger.live.com

Typelnformational

DescriptionOne or more email addresses have been found on this page. The majority of spam comes from email
addresses harvested off the internet. The spam-bots (also known as email harvesters and email extractors) are
programs that scour the internet looking for email addresses on any website they come across. Spambot programs
look for strings like myname@mydomain.com and then record any addresses found.

ImpactEmail addresses posted on Web sites may attract spam.

RecommendationCheck references for details on how to solve this problem.

Reported by moduleText search

References

Why Am | Getting All This Spam?http://www.cdt.org/speech/spam/030319spamreport.shtml

How and Why of obfuscating your addresshttp://www.u.arizona.edu/~trw/spam/

Spam-Proofing Your Websitehttp://evolt.org/article/Spam_Proofing_Your_Website/20/41849/

Request

GET /designer.asp HTTP/1.0 Accept: */* User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 1.1.4322) Host:
163.26.244.210 Cookie: ASPSESSID=passmauclof9lsk5onv44Iin2d5 Connection: Close Pragma: no-cache Referer: https://163.26.244.210:443/
Response

HTTP/1.1 200 OK Content-Type: text/html Server: Microsoft-11S/7.0 X-Powered-By: ASP/5.2.9-2 X-Powered-By: ASP.NET
MicrosoftOfficeWebServer: 5.0_Pub MS-Author-Via: MS-FP/4.0 Date: Mon, 02 Nov 2009 03:36:05 GMT Connection: close Content-Length: 6022
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© 8. Email address found

Severity Informational

Affects /team_work.html

DetailsWe have found stcheng@mail.ncku.edu.tw ykchang@mail.ncku.edu.tw csyang@ee.ncku.edu.tw
kaio.hcl@gmail.com p7893113@mail.ncku.edu.tw keyboard802@hotmail.com tina4262001@hotmail.com
spearsea@gmail.com

Typelnformationa

DescriptionOne or more email addresses have been found on this page. The majority of spam comes from email
addresses harvested off the internet. The spam-bots (also known as email harvesters and email extractors) are
programs that scour the internet looking for email addresses on any website they come across. Spambot programs
look for strings like myname@mydomain.com and then record any addresses found.

ImpactEmail addresses posted on Web sites may attract spam.

RecommendationCheck references for details on how to solve this problem.

Reported by moduleText search

References

Why Am | Getting All This Spam?http://www.cdt.org/speech/spam/030319spamreport.shtml

How and Why of obfuscating your addresshttp://www.u.arizona.edu/~trw/spam/

Spam-Proofing Your Websitehttp://evolt.org/article/Spam_Proofing_Your_Website/20/41849/

Request

GET /team_work.html HTTP/1.0 Accept: */* User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 1.1.4322) Host:
163.26.244.210 Connection: Close Pragma: no-cache Referer: https://163.26.244.210:443/

Response

HTTP/1.1 200 OK Content-Type: text/html Last-Modified: Wed, 21 Oct 2009 01:31:25 GMT Accept-Ranges: bytes ETag:
&quot;ce65434ee51cal:0&quot; Server: Microsoft-11S/7.0 X-Powered-By: ASP.NET MicrosoftOfficeWebServer: 5.0_Pub MS-Author-Via:
MS-FP/4.0 Date: Mon, 02 Nov 2009 03:36:02 GMT Connection: close Content-Length: 7037
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