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o HTTP DINSEIER 2% Al > web.config
A

| HTTPS ik .
1
1
- | <?xml version="1.8" encoding="UTF-8"?»
#A i g
1 . .
. , <configuration:
RIERMHTTPS | <{system.uwehServer:
| <rewrite>
cal detals: A5 = |
Web server IP address F ™ THT-exicten g <rule name="HTTP to HTTPS redirect" stopProcessing="true"> l
I rl HTTPS H I <match url="{.*)" /> I
2001:288:6001:5:0:0:0:6 Yes I | e
I H I <conditions> I
140.123.5.6 1 Yes 1 | | <add input="{HTTPS}" pattern="off" ignoreCase="trus" /> I
I E I </conditions> I
=l : | <action type="Redirect" url="https://{HTTP_HOST}/{R:1}" I
. l redirectType="Permanent” />
v HTTPS B 5 | 1

<frules>

<outboundRules>
I N .-

L
R EERHRHTTPEEERIHTTPSER

l <rule name="Add Strict-Transport-Security when HTTPS" enabled="true">

| <match serverVariable="RESPONSE_Strict Transport_Security™
pattern=".*" /3

<conditions:

Technical details:

Weh-senlrer IPlaf:ItI:Irlesls H TTPH&?%% %
rse I=]HTTPS

140.123.56

<add input="{HTTPS}" pattern="on" ignoreCase="trus" />
</conditionsy
<action type="Rewrite" value="max-age=31536@808" />

</outboundRules>

</rewrite>

. N i </system.webServers
| HSTS H S i </configuration>
LR
B R HHSTSER -
HSTST/jHE B RY
Technical details: S § = A e 7 E:
a8 B B N _J \ / N,
Web server IP address FHsTs policy | :I]: BXIE%‘XQ/ H
2001:288:6001:5:0:0:0:6 1 max-age=31536000 | o o

140.123.5.6 | max-age=31536000 | HSTS 5 IJ U NJ
URL HTTPSA 3



e Certificate

| trust chain of certificate

A :
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Technical details:
Web server IP address
2001:288:6001:5:0:0:0:6
140.123.5.6

I Untrusted certificate chain |
NONE |

1
NONE
I 1

44 {58 F HT {5 CA

| public key of certificete a SS I— A
( ISRG)

&g4t : https://letsencrypt.org/zh-tw/

Hed -
Bk EEREE S ENREERENpublic key

Technical details:
Web server IP address
2001:288:6001:5:0:0:0:6
140.123.5.6

Public key with insufficient length
NONE
I NOMNE

TIRTE2048 i

L

v| signature of certificate

#Hed :
T AR ERRNRE FHAETES

Technical details:
Web server IP address
2001:288:6001:5:0:0:0:6
140.123.5.6

N N N . .
I Insecure hash algorithm ||

I NONE |
NONE |

{sHFHSHA256 L) [
R D

»| domain name on certificate

ysExAEhiln
4 k4

#Hed :
Er5EEIER Zdomain nameF &SEAZERNdomain name

Technical details:
L n n N N N N N N BN | ‘
I Unmatched domains on certificate

I none
I none I

Web server IP address
2001:288:6001:5:0:0:0:6
140.123.5.6
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Technical details: MlCl‘OS:Oft Windows [ﬁF'f 6.1.760 - HKEY CLASSES ROOT

I— - - Copyright (c) 2069 Microsoft Co - HKEY CURRENT USER
Web server IP address Insecure TLS versions | : 7 i

\ - HKEY_LOCAL_MACHINE

2001:288:6001:5:0:0:0:6 I NONE | 1%% TLSl 3 ZLJ\L C:\Users\dministrator>regedit .| HKEY_USERS
140.123.5.6 NONE 1 - HKEY_CURRENT_CONHIG

L———————l C:\Users\Administrator>
v/ M@RE:E(Cipher suite) .
A .
BiLRER MR 2 M ipher suiteZ
Technical details: P

L b 1 //%\ A
Web server IP address : Insecure cipher suites || PD\U—' AE8256J/J\J:
2001:288:6001:5:0:0:0:6 | o I ¥ /§SHA256L\/LJ: ! )
140.123.56 | NONE : 4

v/ SECURE RENEGOTIATION .

il
MBI ETI SZ secure renegotiaton

Technical details: o
Web server IP address : Secure renegotiation |
2001:288:6001:5:0:0:0:6 | Yas |
140.123.5.6 | Yes I
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